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Overview

The purpose of this guide is to document how to migrate a customer account (i.e., Essentials
‘organization’) from Proofpoint Essentials onto Proofpoint 365 Total Protection. It focuses on the
steps involved in onboarding the capabilities included in Total Protection Plan 1 and Plan 2.

You can use this guide to migrate and onboard customers onto Total Protection Plans 3 and 4.
However, the steps to configure the additional products are not covered in this guide. You can book
an onboarding session with a member of the Presales team to assist. Please contact your Account
team if you would like to book a session with Presales.

Migration Tool
Scope

The migration tool provides you with visibility to all your customers with an active account on
Proofpoint Essentials within the Proofpoint 365 Total Protection control panel. This includes
customers that may be located across different Essentials ‘stacks’.

NOTE: If you have customers on both US and EU data centres, these customers will not be accessible in
the same migration tool. You will have different partner accounts where you can view and migrate
customers with that region.

NOTE: If you are using Proofpoint Essentials (i.e., NFRs), be advised you will not be able to use the
migration tool for your own Partner account. The migration tool is only available to migrate “organizations”.

Mail Service Providers

While all mail service providers are supported, the migration experience is different for Microsoft 365
customers. Please use the table below to determine the migration tool experience.

Mail Service Provider You will see the The customer You can migrate
customer listed on the account will be configuration
migration screen created on Total | settings from

Protection and Essentials to Total
licenses Protection
assigned

Microsoft 365 Yes Yes Yes
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Google Workspace Yes Yes No, you cannot
migrate settings from
Essentials. You will
need to manually
copy over
configuration
settings.

Local / Hosted Exchange | Yes Yes No, you cannot
migrate settings from
Essentials. You will
need to manually
copy over
configuration
settings.

Other (i.e., Zimbra) Yes Yes No, you cannot
migrate settings from
Essentials. You will
need to manually
copy over
configuration
settings.

What is migrated from the Proofpoint Essentials customer account?

The following settings are included in the migration process.

Setting Additional Details

Primary domain Additional domains associated to the Essentials
account are not migrated. Domains associated
with a Microsoft 365 tenant will be imported when
connecting to the Microsoft 365 tenant. For non-
Microsoft 365 customers, additional domains will
need to be manually added.

Admin contact First name, last name, email address, phone
number

Customer-level sender lists (i.e., allow list,
block list)

User-level sender (i.e., allow list, block list)
URL defense / domains and IP exclusion
entries

Anti-Spoofing Policies / DMARC exceptions
Anti-Spoofing Policies / SPF exceptions
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Anti-Spoofing Policies / DKIM exceptions
Branding — Color Scheme / Logo If configured at the organization level

What is not migrated?

The following settings are not included in the migration process.

Setting Additional Details

Quarantine 30-day guarantine remains in Proofpoint
Essentials. Access to the customer’s account in
Essentials will remain for at least 30 days post
migration in order to access the quarantine.

Email filter policies Email filter polices will need to be manually
created. Instructions are included below.

Groups Groups are not migrated. They will need to be
added manually to Total Protection.

Spam settings Spam settings are not migrated.

Quarantine Digest settings Quarantine digest settings are not migrated.

Attachment defense settings

DKIM key

NOTE: Only customers on the Business package or higher will be able to migrate their settings from
Proofpoint Essentials. Customers on Beginner and Beginner + packages will need all to manually recreate
their settings.

Security Awareness

Customer accounts with an active Security Awareness subscription in Proofpoint Essentials will be
assigned a Security Awareness subscription license in Proofpoint Total Protection. However, no
configuration from the customers Proofpoint Essentials Security Awareness site is migrated to Total
Protection.

Email Archive

You customer’s email archive will not be migrated during this process. It will be performed at a later
stage. To prepare for this, we recommend configuring the archive in the Control Panel before the
migration. Instructions for setting up the archive are provided later in this guide. Access to the email
archive through the Proofpoint Essentials console will remain available for the customer until it is
migrated to Total Protection.
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Getting Started

Start by logging into the Proofpoint 365 Total Protection control panel located at
http://cp.proofpoint.com with your supplied partner credentials.

proofpoint.

Welcome

Username

Once on the Main screen, click on “Scope Selection” in the top-right toolbar and select your partner
account, then click on the “Business Center”, which will appear in the left-hand menu.

NOTE: If you cannot see Business Center listed, email migrations@msp.proofpoint.com to get it enabled for
you.

proofpoint. & contcol panel
DASHBOARD ©
QUICK LINKS
C s Tome prorecrion & wstoraanowe . oI 36spenmssion maNAGER
g¢ CREATE A CUSTOMER
: MIGRATION

> PROOFPOINT ESSENTIALS




proofpoint.
© ToTAL PROTECTIO!

Now, click on “Proofpoint Essentials Customers”. This will direct you to the migration page where you
we will see a list of all your customers along with details on their Essentials stack and unique
identifier (EID), migration status, active mailbox counts, and current Essentials package.

proofpoint. £ Business Center v 2 bobsmigrationservices

« Back

2 Proofpoint Essentials Customers Uss «o«2ess

S7) Business Center

v AlStacks

, Proofpoint Essentisls
Customers

[ ————
® “ocasm O Tomigrate weseuso

@ inksecrityca 4042690 O To migrate jiner 880 USD

o—
gg mevlecsteoaitics.com (D ¢ = 52332Us0

gy rorthemicelogisticsca

4ou2688 . 49392080

4042689 o te 3212Us0

NOTE: This view includes all customers that are associated to your partner account on Proofpoint
Essentials. This includes customers across different stacks. Different icons are used to identify Microsoft
365 and non-Microsoft 365 accounts.

To migrate a customer, click the Migrate button next to the customer you wish to migrate.

A pop-up will appear to confirm the migration. Click on See setup configuration link to open a new
browser tab that contain useful details to move mail routing to the new platform. Click the Migrate
button to proceed.

2 Migrate maplecrestanalytics.com

maplecrestanalytics.com is ready to be migrated

Let's start the migration

Configuration
Ensure an optimal setup before migrating
tion (2

Next, click on the Total Protection plan you wish to select for this customer.
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proofpoint.

Select a migration plan ©

‘Equivalent to your Essentisls Package

3B5... 365 ToTAL PROTECTION 5. 365 ToTaL proTECTION

Click hare for more information.

Next, you will see the Admin Contact associated to the customer in Proofpoint Essentials. Make sure
the privacy checkbox is checked and then click the Next button.

proofpoint.
|
365, 365 ToTaL proTECTION

ONBOARDING

General information
Your customer information is pre-illed. Please verify it and contact your IT Admin if updates are needed.

Identity
Title (optional) First name

135ing of my data and to being contacted by Hometsecurity or a certified partner in

Next, choose Hybrid and then click the Configure Hybrid button.
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Hybrid
Combination of MX + API for pre & post deliver
pre&postasiveny mx
Iniine pe-delivery protection

[ ————
©pre-delivery protection
©inbound email protection
©0utbound em i
©Advanced Thveat Protection
©50F, DKIM, DMARC
©Reputation management
©Email Encryption
© Email Signature and Discisimer

©Email Archiving

©Email Continuity

Next, you will be prompted to enter credentials for a Global Admin account associated to the
customer account you are migrating.

B2 Microsoft

oliviabennett@maplecrestanalytics.com

Enter password

Signin

Termsofuse  Privacy & cookes -,

Next, click the Accept button to accept the permissions required.
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B Microsoft
oliviabennatt@maplecrestanalytics.com

Permissions requested

Review for your organizat

Hornetsecurity Hybrid onboarding
Hornetsecurity @

This app would like to:

Temsofuse  PriacyScokes +s

Once connected to the Microsoft 365 tenant, the tool will create the customer account. Once the
steps are complete, click the Launch now button.

36Q 365 TOTAL PROTECTION

CONNECTION

We are setting your 365 Total Protection account. Once it is completed, you will be able to log in 8nd start enjoying o service.

Writing and updating

You will then be asked to update the regional settings for the customer account. Please make any
adjustments and click the Confirm button.
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TIMEZONE AND LANGUAGE

AmericalNew_York UTC-0400  »
Language
Engish
Oate format
123172026
Time format
84500 AWPM

Now, you will be presented with the Onboarding Wizard. This wizard will guide you through the steps
to import your customer’s configuration from their Proofpoint Essentials account and complete
remaining steps to onboard them onto Proofpoint 365 Total Protection.

proofpoint.

Welcome!
“This onboarding wizard will help you to configure the recommended settings f
‘can also leave the onboarding wizard at any time and come back later to resumi

O EMAIL SECURITY

To sect

NOTE: You can close the wizard at anytime by clicking on the X button. You can resume the This will not
cancel the migration.

To proceed with the migration, click the Configure button in the Email Security service item
presented.

10
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proofpoint.

Welcome!
This onboarding wizard will elp you to configure the recommended settings for ou services. You can configure our services in any order You
can atso leave the onboarding wizard at any time and come back ter to resume the onboa(ding.

O EMAIL SECURITY

To secure your organization's email traffic, you must modify your MX records. Optionally, you can install the outbound email
connector to make full use of our email security services.

Now, click on the Migrate button underneath the Proofpoint Essentials settings section.

proofpoint.

£ Configure email security settings

User synchronization
We synchvonize users and 0roups i the Control Panel with Microsoft 365 50 tha the users can use our services and og i to
the Control Panel with thlr Microsoft 365 credentiats.

O MX records
Configure the WX records to Fiker incoming email raffic

BgShow MX records

O Archiving and Continuity Service
1f you activate Archiving and the Continuity Service, emaits willbe archived for 10 years by default. You can configure
exceptions in the ‘Archiving’ module.

© Email traffic
Configure your incoming and outgoing eml traffic 5o that your emaifs are received and sent theough our servers.

O Proofpoint Essentials settings
Migrate your customer settings from Proofpoint Essentiais.

© Outlook Add-in
Outiook add-in for users® Outiook applications. This 3dd-in alows your users to report emails, to add senders to their allow or
denu list. and to retrieve more information about soecific emaits.
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You will then see a Proofpoint Essentials settings migration screen. Click the Migrate Settings button

to initiate the migration.

proofpoint.

Proofpoint Essentials settings

s from Proofpoint Essentiais:

them may be overwritten by

Once you initiate the migration, you will see a progress indication as it migrates selected
configuration items from the Proofpoint Essentials customer.

Once is has completed, click the Download details button to download a summary of the migration

that may be useful at some point.

proofpoint.

Proofpoint Essentials settings - Migration

Status of the migration:

© Allow & Block Lists /
© Branding / Settings>C:

NOTE: It is not unusual for certain allow and block list entries to fail to migrate based on some formatting
differences between Proofpoint Essentials and Proofpoint 365 Total Protection. Use the migration results
file to identify the failed records and you can manually add those entries.

Once you have downloaded the file, click the Back to email security wizard button. You will see that
the Proofpoint Essentials settings section has been marked as completed.

12
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proofpoint.

£X Configure email security settings

User synchronization
We synchvonize users and 0roups inthe Control Panel with Microsoft 365 5o tha the users can Use our services and og into
the Control Panel with theic Mirosoft 365 credentias

O MX records
Configure the WX records to fiker incoming email raffc.

o records

O Archiving and Continuity Service
1Fyou the Continuity Service, emaks wilbe archived for 10 years by default You can configure
he ‘Archiving' module.

© Email traffic

Configure your incoming and outgoing emsil raffic 0 that your emails are received and sent through

Proofpoint Essentials settings
Migrate your customer settings From Proofpoint Essentials.

& Oownload det:

© Outlook Add-|
Outiook add-in WS your Users to report emais, to add senders to theic llow or
denu st and

As mentioned previously, the migration tool will migrate the following:

e Admin contact & general customer information

e Allow & Deny List (For customer and end users)

e Anti-spoofing exemptions (DMARC, DKIM, SPF)

e Branding settings (If any, Logo, color, customer “From” email.)

You will need to manually migrate additional settings that are not migrated (i.e., Email Filter polices).

You can close the onboarding wizard, to manually migrate and configure these settings, before
resuming the onboarding steps.

To close the wizard, click the X icon in the top right corner of the wizard.

proofpoint.
£ Configure email security settings

e Control Panel with Microsoft 365 50 that the us
65 credentials

O MX records
Configure the MX records to fiker incoming email traffic

BoShow MX records

is will be archived for 10 years by default. You can configure

eived and sent thiough our servers.

Proofpoint Essentials settings
Migrae your customer settngs from Proofpoint Essentals.

ook applications. This ad ws your users to report emails, to add senders to their allow or

This will take you to the 365 Total Protection plan page.

13
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proofpoint

@ Control Panel

@ 0s 365 TOTAL PROTECTION ©

365 Total Protection

MICROSOFT 365 HAS BEEN CONNECTED

maiiboxes | licenses @ | domains
1 1

365, 365 ToTAL PROTECTION

FResume onboarding

Click here for more information.

Click here for more information.

g Configure

@ manval 1

Click on Email Security in the left-side navigation to access the relevant email security configuration

components.

proofpoint. £ Email Security & Hybrid northernicelogistics.ca

EMAIL LIVE TRACKING ©

[ ot [ER | conert | e

Search

4 O ¥ B B B B x

AdvThreat

3 Spam & Malware Protection
@ Advanced Threat Protection
@ Secure Links

& Al Email Security Analyst

£ Email Encryption

Exportas CSV v

& Email Archiving 0O - oet
ate

| = Communication partner | oirec... | - Owner | = subject Classification | = Action

[ Signature and Disclaimer
4 Continuity Service There is no data available.
|2 Email Statistics

(@ Threat Live Report

v 50 items per page

Additional Configuration

9% Configure J| @ Manval X

| @ | status | - size

The Proofpoint 365 Total Protection Control Panel includes extensive built-in documentation that
provides an overview of each feature and configuration information. To access the documentation,

click the question mark icon &l in the toolbar, followed by Manual.

14
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NOTE: For each configuration name label that has been included in the steps, we have included the
corresponding name from the Proofpoint Essentials console. For example: “Content Control (Filter Policies)”
means that Filter Policies, as it is referred to in Essentials is referred to as Content Control in Proofpoint
365 Total Protection.

Settings

Content Control (Filter Policies)

Content Control allows administrators to manage the handling of attachments of incoming and
outgoing emails. Administrators can define a maximum allowed email size. Emails that exceed this
size are filtered out. Furthermore, administrators can choose which attachment types shall be filtered
out. The following attachment types can be selected:

e Encrypted attachments
e Executable attachments

e (Office files with macros

Additionally, administrators can forbid file types based on their file extension. Forbidden file types
can be defined both for directly attached files and for files in archives. Mareover, categories can be
used to forbid several file types at once.

Administrators can choose whether the filtered-out attachments are stored in quarantine or whether
the emails are delivered to the recipients without attachments. In the second case, the recipients are
notified that the attachments have been cut off.

Settings can be made either for all mailboxes of the domain or for groups of mailboxes.

To active Content Control, click the Activate Content Control toggle.

[ ] tivate Content Control

Once activated, you can adjust your preferences for both incoming and outgoing emails.

proofpoint.

% Email Security maplecrestanalytics com

S EMAIL SECURITY - CONTENT CONTROL ©
£9 Email security @ Activate Content Control

Affected groups Settings

@ EmailLive Tracking

v FOR INCOMING EMAILS FOR OUTGOING EMAILS

Spam & Malware Protection > ® Use the same settings as for incoming emails
Search for group member

Advanced Threat Protection Max. email size (M8)

o Groups
SecreLiks M e

. Must be between 1 and 150 M8
3 Al Email Security Analyst

£ Email Encryption Handling of filtered out attachments

@ Store emails in quarantine
O Cut attachme: inform cecipients

utable attachments.
Handling of Office documents with macros

® Filter out Excel documents with macros
@ Filter out Word documents with macros
2 Email Statistics @ Fiter out PowerPoint documents with macros

(®) Threat Live Report Forbidden file extensions (e.9. 'jpg")

Forbidden file extensions in archives (e.9. "png’)

Inherit forbidden file extensions from above

15
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Compliance Filter (Filter Policies)

Compliance Filter allows administrators to define their own filter rules, for example, to classify
incoming emails as Clean, Spam or Threat. Furthermore, emails can be rejected, redirected through a
different server or forwarded to other recipients.

The Compliance Filter can check both incoming and outgoing emails. After the activation of
the Compliance Filter, administrators can define filter rules of the following types:

e Header
e Body
e Advanced

Regular expressions can be used in the conditions of the filter rules. Administrators assign an action
to each filter rule. This action is automatically applied to the emails that match the filter rule.. In total,
up to 1500 filter rules can be defined per customer.

Besides filter rules for individual expressions, more complex and precise filter rules can be created
using dictionaries, each of which may contain up to 15000 literal expressions or up to 1000 regular
expressions. Customer-level administrators can create and maintain up to 250 dictionaries for

their primary domain. Dictionaries with regular expressions significantly reduce the effort required to
create and maintain filter rules.

To active Compliance Filter, click the Activate Compliance Filter toggle.

@®  Activate Compliance Filter

Once activated, you can create filters for both incoming and outgoing emails.

proofpoint. & Email Security

© Back EMAIL SECURITY - COMPLIANCE FILTER ©

£9 Email security g

Rules for incoming emails ®

-

16
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Quarantine Report (Digests)

A quarantine report is a report which is either created individually for a user or for an entire domain
and is delivered to the recipient by email. The quarantine report lists all emails categorized

as Spam and Infomail, as well as emails that have not been delivered to the user but put in quarantine.
If the recipient of a quarantine report has the required permissions, they can later have those emails
delivered on demand.

The Quarantine Report was activated by default.

@ Activate Quarantine Report

You can adjust your preferences for the quarantine report.

proofpoint.

@ E8 Email Security & Hybrid maplecrestanalytics.com

« Back EMAIL SECURITY - QUARANTINE REPORT ©

£¢ Email security ACTIVATION

@ Email Live Tracking ® Activate Quarantine Report

SETTINGS

3% Spam & Malware Protection >
O A T =D @) Generate a quarantine report for the whole domain @
@ Secure Links

Recip forthe q e report
& Al Email Security Analyst
£ Email Encryption

® Oisplay link to the Control Panel in quarantine reports

B Email Archiving Display the Following email types in the quarantine reports
@ Signature and Disclaimer Infomail Spam B Threat and AdvThreat | Content
< Continuity Service Excluded emails

@ Exclude emails from senders that are on the deny list
I Email Statistics .

Layout options for quarantine reports @

(@ Threat Live Report Layout for desktop with email preview

Delivery times.

Mon Wed @ Thu @ Fri Sat sun

W12am-1am W1 -2am B 2-3am W3-dm W 4-5am W 5-6am We6-7am W7-8am
@s-%m  Wo9-10am M10-Tam  M1lam-12pm M12pm-lpm M 1-2pm W2-3pm  W3-4pm
W4-5om  Ms-6pm  M6-7pm  M7-8pm  W8-5m  M9-10pm  M10-Tpm M 1pm-12am

@ Allow users to set the delivery times for their own quarantine reports

Deny & Allow Lists (Allow & Block List)

Deny & Allow Lists contains a user’s or a customer’s deny list and allow list. Each user has their own
deny list and allow list, which they can manage themselves. Administrators can also access their
users’ personal deny lists and allow lists by selecting the users from the scope selection.
Additionally, administrators can manage a deny list and allow list for their whole domain. The deny
list and allow list at domain level shows not only entries that apply to all users of the domain but also
entries of individual users of the domain.

With the deny list, users and administrators can define that certain incoming emails of a user or of all
users of a customer are classified as spam by spam filtering. Emails classified as Spam are not
directly delivered to the recipient. Instead, the action set up for Spam in the Spam & Malware
Protection settings is executed by the product. This action can be: Hard delete, Quarantine or Tag.

17
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Your customers allow and deny lists were imported by the migration tool but you can add additional
entries or edit existing entries as desired.

proofpoint. £ Email Security & Hybrid maplecrestanalytics.com

€ Back EMAIL SECURITY - DENY & ALLOW LISTS ©

K¢ Email Security Deny list

@ Email Live Tracking

Search
& Malware Protection

+ Add entry v
@ Advanced Threat Protection

ExportasCsv v ] Import CSV v O Reset ] & Refresh
@ secure Links a a

& Al Email Security Analyst Type 1 Value escription | - owner

@
2
s
H
g

| Targeted Fraud Forensics Flter °

£ Email Encryption
orated from Proofpoi

1P address or range 4577188.203 maplecrestanalyt. TeeE

© Email Archiving vated from Prootpoin
1P address or range 20301387 maplecrestanaigt.. reer

[ Signature and Disclaimer

iorated from Proofpoint

2 Continuity servce P 1sa 110024 e =

ated from Proofpoint
|2 Email Statistics 1P address or range 18524222614 < maplecrestanalyt... =

(@) Threat Live Report igrated from Proofpoint

1P address or range 17216.44.92 maplecrestanaly... eer

Email address updates@glacier. & maplecrestanalyt. TeeE
. Al e o
Email address support@polartra.. (. maplecrestanaly

TeeE

Email address notifications@ha. ateate ™ maplecrestanalyt TeeE

Email address billing@frostbyte. .- N e i ‘maplecrestanalyt. TEFF

1

Email Authentication

Email Authentication offers different methods to authenticate email senders. The following methods
are available:

e SPF check (Sender Policy Framework)
e DKIM validation and DKIM signing (DomainKeys Identified Mail)
e DMARC validation (Domain-based Message Authentication, Reporting and Conformance)

‘Configure’ 9 Configure J @ Manual I

proofpoint. & Email Security & Hybrid northernicelogistics.ca

« Back EMAIL SECURITY - EMAIL AUTHENTICATION ©

Email S¢ ity
B ot cocy ONS STATU

| - SPF status OKIM status OMARC status

SENDER AUTHENTICATION

® Activate SPF check ©
© For ailincomi
@ oniy for emails w
® Activate OKIM v
e OKIM signat
® Activate DMARC voiidatio

Advanced options ¥

EXCEPTIONS

Oomain OMARC validation

Outbound Settings
If you will be filtering your outbound email through Proofpoint 365 Total Protection, you will want to:

18
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1. Update the SPF record for the customer’s domain
2. Set new CNAME records in the DNS zone of the cutomer’s domain

SPF Record

Option #1: Replace your existing SPF record to the Proofpoint 365 Total Protection SPF record. If you
are performing this step during off hours, you can choose this option as there may be a minor
disruption. If you are performing this change during business hours, option #2 is recommended.

e Type: TXT

e Name: @

e Value: v=spf1include:spf.pp-tp.com ~all
e TTL:1Thour

Option #2: Update your existing SPF record to include Proofpoint 365 Total Protection. This is the
recommended approach to avoid any disruption in the cutover process.

e Edit your existing SPF record to add “include:spf.pp-tp.com” to the value. For example, if your
SPF record has Proofpoint Essentials (v=spf1 include:_spf-us.ppe-hosted.com -all), you can
modify it to the following: “v=spf1 include:_spf-us.ppe-hosted.com include:spf.pp-tp.com -all”
which will designate both Proofpoint Essentials and Proofpoint 365 Total Protection as
designated senders for the domain.

NOTE: Once mail services are completely cutover to Proofpoint 365 Total Protection, you can remove the
legacy Proofpoint Essentials SPF record.

DKIM Signing
You will need to add the following entries in the DNS zone of the customer’s domain.

e CNAME Record 1:

Type: CNAME

Name: s1._domainkey.DOMAIN.TLD
Value: s1._domainkey.pp-tp.com
TTL: 1/2 hour

O O O O

e (CNAME Record 2:

Type: CNAME

Name: s2._domainkey.DOMAIN.TLD
Value: s2._domainkey.pp-tp.com
TTL: 1/2 hour

O O O O

To verify both SPF and DKIM settings have been successfully added to the domain, view the DNS
status section. If there are checkmarks next to the domain for both SPF status and DKIM status, you
can proceed.

19
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DNS STATUS

£ Refresh DNS settings

Domain | - SPF status | = OKIM status | - DMARC status

maplecrestanalytics.com

maplecrestanalytics.onmicrosoft.com

Once verified, you can enable the “Activate DKIM Signature for outgoing emails” toggle so that DKIM
is applied to outgoing emails..

@ Activate DKIM signature For outgoing emails @

Functional Accounts / Shared Mailboxes

Functional Accounts are still monitored and protected after migration to Proofpoint 365 Total
Protection. They do not need to be added into the customer control panel unless you want to deliver a
quarantine report. If you want to deliver a quarantine report to functional accounts (shared mailbox,
aliases, and distribution lists), you can enable automatic synching of your shared mailboxes.

NOTE: Automatic synching of shared mailboxes is available for Microsoft 365 only.

Navigate to Email Security, followed by Spam & Malware Protection, then Add-Ins & Connectors.

proofpoint. o & Email Security v & Hybrid bobsfishingsupplies.com

© Back S¢ EMAIL SECURITY - ADD-INS AND CONNECTORS ©

£¢ €email security
£ Email connectors
@ Email Live Tracking

Inbound and outbound email connectors &

X Spam & Malware Protection

@ Advanced Threat Protection Activate synchronization of shared mailboxes (@
@ Secure Links

& Al Email Security Analyst

Outlook add-in @
£ Email Encryption =

- Hornetsecurity Outiook Add-in for Total Protection X Remove ‘
B Email Archiving

@ Signature and Disclaimer Hornetsecurity Outlook Add-in for on prem <& Download manifest ‘

< Continuity Service

2 Email Statistics

(@ Threat Live Report

Click the control to activate the synchronization of shared mailboxes.

NOTE: This will require that you authenticate with the Microsoft 365 tenant with the same Global Admin
account used earlier and will request you accept additional permission changes..
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Resume Onboarding

Now that you have completed the additional configuration steps, you can resume the onboarding
wizard. Navigate to and click the 365 Total Protection button in the side navigation.

{@ Dashboard

C 365 Total Protection

Products

£ Email Security

89 Discover products
Configuration & Audit
&} Al Cyber Assistant
£33 Settings

|= Audit Logs

Then click the Resume Onboarding button underneath the Total Protection plan you selected
previously.

proofpoint.
Select a migration plan ©

35 TOTAL PROTECTION
365 COMPLIANCE
O S AWARENESS

This will launch the onboarding wizard. Click on the configure button.
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proofpoint.

O EMAIL SECURITY

To secure your organization's email raffic, you must modify your MX records. Optionally, you can install the outbound emal
connector to make full use of our email security services.

You can now proceed with the remaining onboarding steps.

proofpoint.

£ Configure email security settings

User synchronization
with Microsoft 365 5o that the users can use our services and 1og n to

cer incoming email traffic.

O Archiving and Continuity Service
Continuity Service, emaiks wil be archived for 10 years by default. You can configur

© Email traffic

oming and outgeing email raffic 50 that your emails are received and sent through

Before you proceed with the additional configuration steps, you should disable any existing
Proofpoint Essentials connectors you have in your Microsoft 365 Exchange Admin Center.

Disable the following connectors:

e (Qutbound Connector for Proofpoint Essentials (US)
e Locked Down — Inbound Connector for Proofpoint Essentials (US).

NOTE: The connectors may have a slightly different names than what has been indicated. You will want to
make sure that you disable the Essentials outbound and locked-down inbound connector before you
proceed to the next step.
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Disable Microsoft 365 Spam Filter

To ensure that inbound emails are only processed by Proofpoint Total Protection, we recommend you
disable Microsoft 365 Spam Filter settings for traffic originating from Proofpoint IPs. For Proofpoint
Essentials partners, you can modify the exisiting rule that is place.

1. Login to Microsoft 365 Admin Center (https://admin.microsoft.com)

2. Click on Exchange under Admin Centers

3. Click on Mail flow, followed by Rules

4. Locate the existing Proofpoint Essentials rule (i.e., “Bypass Spam Filtering for Proofpoint
Essentials (US)”) and click the rule name

5. Click on Edit rule conditions

6. Click the edit icon (pencil) next to “Sender’s IP address in the range

7. For each IP in the table below, copy and paste it into the text field, then click Add.

Total Protection IP Ranges
83.246.65.0/24 94.100.128.0/24 94.100.129.0/24
94.100.130.0/24 94.100.131.0/24 94.100.132.0/24
94.100.133.0/24 94.100.134.0/24 94.100.135.0/24
94.100.136.0/24 94.100.137.0/24 94.100.138.0/24
94.100.139.0/24 94.100.140.0/24 94.100.141.0/24
94.100.142.0/24 94.100.143.0/24 173.45.18.0/24
185.140.204.0/24 185.140.205.0/24 185.140.206.0/24
185.140.207.0/24

8. Click Save, followed by Save

NOTE: It can take up to 1 hour for the customer account to be ready to accept mail traffic. We recommend
that you do not proceed with the next step until 1 hour has elapsed from the time you initiated the
migration.

MX records

If you are onboarding an on-production domain, we recommend doing this after configuring the rest of
options and during a low traffic of email (usually weekends or after-hours) to have the lowest impact
possible on email traffic. DNS can take a couple of minutes to update.

Click the Show MX records button.
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£ Configuration of DNS Settings

With this panel open, navigate to your DNS provider and add the following MX records:

e MXRecord 1

o Type: MX
o Priority: 10
o Value: mx0Ola.pp-tp.com
o TTL:1hour
e MXRecord 2:
o Type: MX
o Priority: 10
o Value: mx01b.pp-tp.com
o TTL:1hour
e MXRecord 3:
o Type: MX
o Priority: 15
o Value: mx02a.pp-tp.com
o TTL:1hour
e MXRecord 4:
o Type: MX
o Priority: 15
o Value: mx02b.pp-tp.com
o TTL:1hour

NOTE: The Proofpoint Essentials MX records can remain in place at this time. However, you will want to
reduce thier priority so they are behind the newly added MX records and they should be removed as a final
step to complete the migration.
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Archive and Continuity Service (Optional)

This service will archive all inbound and outbound email that passes through Proofpoint’s gateways
(for archiving internal e-mails a separate journal rule entry will need to be created -
https://cp.proofpoint.com/manual/en/365_total_protection/c_enable_archiving_for_internal_mails.
html ). Also, please note that current e-mails that exist in the Proofpoint Essentials archive will be
migrated for partners on the back end at a later data, and you will not be charged on both platforms.

Click the Activate button, followed by Confirm.

ACTIVATE ARCHIVING AND CONTINUITY SERVICE

IF you activate Archiving and the Continuity Service, emails will be archived for 10 years

by default. You can configure exceptions in the 'Archiving' module. Do you want to

continue?
X Cancel

You will be able to disable mailboxes or reduce the retention time at a later date. For now, we will only
choose to activate the service or not.

Email Traffic

This step will create the connectors to allow the email flow between Proofpoint and Microsoft
environments. This is an automatic process, and by just clicking install, we will do everything for you.

Click the Install button underneath Email Traffic to create the connectors. This will require that you
authenticate with the Microsoft 365 tenant with the same Global Admin account used earlier and will
request you accept additional permission changes.

When this has been completed, you will see a green checkmark next to the Email Traffic step and the
Install button will be disabled. You can also login to the Exchange Admin Center and you will see the
new connectors.

NOTE: Your previous Essentials connectors were disabled in a previous step.
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Outlook Add-In (Optional)

If you wish to install the Proofpoint 365 Total Protection Add-in for Outlook, you can do so at this
step. This Add-in will allow user to add senders to a allow or deny list, report an email as malicious
and more.

To install the add-in, click on the Install button under the Outlook Add-In section. This step will also
require that you grant additional Microoft365 permissions. Over the next hours all users will see the
add-in in their Outlook app and the web-based Outlook client.

Once all the Configuration Steps have been completed, you can close the window by clicking on the X
button in the top right-hand corner.

Verify Mail Routing

To verify mail routing, you should navigate to Email Live Tracking (equivalent to Proofpoint Essentials
Email Logs). From the left side navigation, click on Email Security, followed by Email Live Tracking.
You should immediately see both results appear that show inbound and outbound traffic.

You can also test deliver by sending a test email from the customer’s environment to an external
mailbox. After you hit send, refresh the Email Live Tracking screen to see the logged result.

In addition, send a test email to the customer’s environment from an external mailbox. After you hit
send, refresh the Email Live Tracking screen to see the logged result.
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Once you have verified email routing, you should remove the legacy Proofpoint Essentials MX
records and remove the Proofpoint Essentials portion of the SPF record. The legacy connectors
that were previously disabled can also be removed. Otherwise, traffic may still be routed through the
Essentials account.

Proofpoint Essentials Access

You will continue to have access to Proofpoint Essentials.

For customers on all packages other than Professional/Professional+, access will be available for a
minimum of 30 days.

For customers on Professional/Professional + packages that include archiving, access will be
available until the customer’s archive has been migrated to Proofpoint 365 Total Protection.

When you log into the customer’s Proofpoint Essentials account, you will see a newly added banner
to the console.

A > Hometsecurity > Bobs MigrationSe.. > Maple Crest Analytics

Dashboard
Migrated to Proofpoint 365 Total Protection

Profile

Account Information

Accessing Support

You can contact our Support team by accessing https://support.hornetsecurity.com
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English (United States) ~  Submita request  Sign in

Company v Services v News v Career v Partner -
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Search ourpi’\liné Solutions, Userguides and Best Practices:

Or browse by product:

— =L =5[F V—_—
/(/'" N\ D
Email Security Backup & Recovery Compliance

=

.

Click on the Sign in option in the toolbar. If you have not registered with support, Click the sign-up link
next to “New to Hornetsecurity?”.

Sign in to Hornetsecurity
gn-in

Switch to agent sign.

Email* (required)

Password®

Emailed us for support? R

New to Hornetsecurity? Sign

In addition, please refer to https://www.proofpoint-total-protection.com/essentials-migration/ for
additional information related to the Essentials migration tool and process.
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